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(54) Electronic device capable of wirelessly transmitting a password that can be used to 
unlock/lock a password protected electronic device 



(57) An electronic device is described which can be 
used by a user to unlock a locked password protected 
electronic device (e.g., PDA, wireless phone, laptop 
computer, personal computer...). To unlock the locked 
password protected electronic device, the user acti- 
vates the electronic device to wirelessly transmit a pass- 
word (e.g., electronic key) towards the locked password 
protected electronic device. The locked password pro- 
tected electronic device uses the received password to 
unlock itself so that the user does not have to remember 
the password and also does not have to physically Input 
the password into the locked password protected elec- 
tronic device in order to unlock and use the password 
protected electronic device. The electronic device can 
also be used by the user to lock an unlocked password 
protected electronic device. Moreover, the electronic 
device can be incorporated within an article that the user 
generally has In his/her possession Including a ring or 
a watch. 
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Description 

BACKGROUND OF THE INVENTION 

Field of the Invention 5 

[0001] The present invention relates in general to an 
electronic device capable of using wireless technology 
to transmit a password that can be used to unlock/lock 
a password protected electronic device. 10 

Description of Related Art 

[0002] Today personal digital assistants (PDAs), lap- 
top computers, wireless phones, personal computers is 
and other electronic devices often have a password pro- 
tection feature that prevents an unauthorized user from 
using the password protected electronic device. The tra- 
ditional password protection feature requires a user lo 
physically enter a password Into the password protected 20 
electronic device before they can use the password pro- 
tected electronic device. One problem with the tradition- 
al password protection feature is that the usercan easily 
forgot tho password needed to unlock the password pro- 
tected electronic device. Of course, if the user forgets 25 
the password they cannot unlock and use the password 
protected electronic device. It is easy for the user to for- 
get the password, because they can simply confuse this 
password with all the other passwords they need to re- 
member in order to access things such as ATM ma- 30 
chines, Internet sites and other password protected 
electronic devices. 

[0003] Another problem with the traditional password 
protection feature is that it can be physically difficult for 
the user to enter the password into the password pro- 35 
tected electronic device. For instance, the user of a PDA 
must use a small pen to enter a password into the PDA 
which Is difficult because there is a good chance the us- 
er will make a mistake by hitting a wrong key. In other 
words, it is just plain hard and time consuming for a user 40 
to unlock a PDA using a small pen. Accordingly, there 
has been a need for an electronic device that helps a 
user to unlock a password protected electronic device. 
This need and other needs are satisfied by the electronic 
device of the present Invention. 45 

BRIEF DESCRIPTION OF THE INVENTION 

[0004] The present Invention includes an electronic 
device that can be used by a user to unlock a locked so 
password protected electronic device (e.g., PDA, wire- 
less phone, laptop computer, personal computer...). To 
unlock the locked password protected electronic device, 
the user activates the electronic device to wirelessly 
transmit a password (e.g., electronic key) towards the 55 
locked password protected electronic device. The 
locked password protected electronic device uses the 
received password to unlock itself so that the user does 



not have to remember the password and Also does not 
have to physically Input the password into the locked 
password protected electronic device in order t< niock 
and use the locked password protected electr; .: de- 
vice. The electronic device can also be used by ■: user 
to lock an unlocked password protected electronic de- 
vice. Moreover, the electronic device can be Incorporat- 
ed within an article that the user generally has in his pos- 
session Including a ring or a watch. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] A more complete understanding of the present 
invention may be had by reference to the following de- 
tailed description when taken in conjunction with the ac- 
companying drawings wherein: 

FIGURE 1 is a block diagram illustrating the basic 
components of a system in accordance with the 
present invention; 

FIGURE 2 is a block diagram illustrating in greater 
detail a first embodiment of an electronic device of 
the system shown In FIGURE 1; 
FIGURES 3A and 3B are block diagrams illustrating 
in greater detail a second embodiment of the elec- 
tronic device of the system shown in FIGURE 1 ; 
FIGURE 4 is a block diagram illustrating in greater 
detail a third embodiment of the electronic device 
of the system shown in FIGURE 1; 
FIGURE 5 is a block diagram illustrating in greater 
detail a fourth embodiment of the electronic device 
of the system shown in FIGURE 1 ; and 
FIGURE 6 is a flowchart illustrating the basic steps 
of a preferred method in accordance with the 
present invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0006] Referring to FIGURE 1, there is a block dia- 
gram illustrating the basic components of the preferred 
system 100 in accordance with the present invention. 
The system 100 Includes an electronic device 102 and 
a password protected electronic device 104. Basically, 
the user can activate the electronic device 102 (e.g., 
wireless electronic key transmitter, electronic key de- 
vice) to wirelessly transmit a password 1 06 (e.g., elec- 
tronic key) to a locked password proLected electronic de- 
vice 1 04. The locked password protected electronic de- 
vice 1 04 uses the received password 1 06 to unlock Itself 
so that the user does not have to remember the pass- 
word 1 06 and also does not have to physically input the 
password 106 into tho password protected electronic 
device 1 04 In order to unlock and use the password pro- 
tected electronic device 104. The password protected 
electronic device 104 can be any type of electrical de- 
vice including, for example, a personal digital assistant 
(PDA), a laptop computer, a wireless phone and a per- 
sonal computer. The electronic device 1 02 can be incor- 
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porated within an article that the user generally has in 
his possession including, for example, a ring or a watch. 
[0007] The electronic device 1 02 includes a controller 
1 08 that stores the password 1 06. There are several dif- 
ferent ways in which a user or a manufacturer can select 
the password 1 06 and to input the selected password 
1 06 into the controller 108. For example in the first em- 
bodiment, the user can interact with an operator inter- 
face 1 1 0 on the electronic device 1 02 to select the pass- 
word 106 and to input the selected password 106 Into 
the electronic device 1 02 (see FIGURE 2). In the second 
embodiment, the user can interact with an operator in- 
terface 11 2 on the password protected electronic device 
1 04 to select the password 1 06 and direct the password 
protected electronic device 1 04 to transmit the selected 
electronic key 1 06 to the electronic device 1 02 (see FIG- 
URES 3A and 3B). In the third embodiment, a manufac- 
turer of the electronic device 1 02 and the password pro- 
tected electronic device 104 can select the password 
1 06 and input the password 1 06 into the electronic de- 
vice 102 and the password protected electronic device 
1 04 (see FIGURE 4). 

[0008] To unlock a locked password protected elec- 
tronic dovico 104, the user activatos tho electronic do- 
vice 102 to wirelessly transmit the password 106 to- 
wards the locked password protected electronic device 
104. In particular, the electronic device 102 Includes a 
radio 114 (e.g., transmitter and receiver) that wirelessly 
transmits the password 106 towards the password pro- 
tected electronic device 104. 

[0009] The password protected electronic device 1 04 
Includes a radio 116 (e.g., transmitter and receiver) 
which receives the password 106 transmitted from the 
radio 114. The password protected electronic device 
1 04 also includes a controller 11 8 that has stored therein 
a password 1 22 which is compared to the password 1 06 
received from the electronic device 102. If there is a 
match, then the password protected electronic device 
104 unlocks itself so that the user is able to use the pass- 
word protected electronic device 104. Otherwise, if 
there Is not a match, then the password protected elec- 
tronic device 104 does not unlock itself and the user is 
not able to use the password protected electronic device 
104. 

[0010] Typically, the user activates the electronic de- 
vice 1 02 to transmit the password 106 when the elec- 
tronic device 102 Is located relatively near the locked 
password protected electronic device 104. Preferably, 
the electronic device 102 uses a short-range radio fre- 
quency communication technology to transmit the pass- 
word 1 06 towards the locked password protected elec- 
tronic device 104. As such, the electronic device 102 
can transmit the password 1 06 towards the locked pass- 
word protected electronic device 104 using any one of 
a wide array of wireless technologies including, for ex- 
ample, Bluetooth technology and Infra Red technology. 
[0011 ] In addition the user can use the electronic de- 
vice 102 to lock an unlocked password protected elec- 



tronic device 104, to do this the user activates the elec- 
tronic device 102 to wirelessly transmit a second pass- 
word 120 (e.g., electronic key) towards the unlocked 
password protected electronic device 104. In particular, 
5 the user activates the radio 114 (e.g., transmitter and 
receiver) to wirelessly transmits the second password 
120 towards the password protected electronic device 
104. The radio 116 within the password protected elec- 
tronic device 104 receives the second password 120 
10 transmitted from the radio 114 within the electronic de- 
vice 102. The controller 118 within the password pro- 
tected electronic device 1 04 has stored therein another 
password 124 which is compared to the second pass- 
word 120 received from the electronic device 102. if 
is there is a match, then the password protected electronic 
device 1 04 locks itself so that the user is not able to use 
the password protected electronic device 104. Other- 
wise, If there is not a match, then the password protect- 
ed electronic device 1 04 does not lock itself and the user 
is still able to use the password protected electronic de- 
vice 1 04. It should be understood that the first password 
106 and the second password 120 can be the same 
such that if the password protected electronic device 
1 04 receives tho first password 1 06 its state can change 
from locked-to-unlocked or unlocked-to-locked. 
[001 2] This way of unlocking/tocking a password pro- 
tected electronic device 1 04 is an improvement over the 
state-of-the-art because the user can use the electronic 
device 1 02 to unlock/lock the password protected elec- 
tronic device 104 instead of having to remember pass- 
word^) and without having to physically input the pass- 
word^) Into the password protected electronic device 
104 in order to unlock/lock the password protected elec- 
tronic device 104. 

[0013] It should also be noted that certain details as- 
sociated with the radios 114 and 1 1 6 and the controllers 
108 and 1 1 8 are known In the industry and as such need 
not be described In detail herein. Therefore, for clarity, 
the description provided herein in relation to the radios 
114 and 116andthe controllers 108 and 118 omits some 
components not necessary to understand the invention. 
However, detailed descriptions about the different em- 
bodiments of the electrical device 102 are provided be- 
low with respect to FIGURES 2-5. 
[0014] Referring to FIGURE 2, there Is a block dia- 
gram Illustrating In greater detail a first embodiment of 
the electronic device 1 02a. In this embodiment, the user 
Interacts with the operator Interface 110a to select the 
password 1 06a and to input the selected password 1 06a 
into the electronic device 102a (shown Incorporated 
within a watch 202). 

[001 5] The operator interface 1 1 0a can display a set 
of alphanumerlcs from which the user by pushing a but- 
ton 204 or moving a knob (not shown) can select any 
one and any number of the alphanumerics to create the 
password 106a (e.g., password "HOME246"). The user 
can then push another button 206 or move the knob in 
a predetermined way to store the selected password 
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106a (e.g., password "HOME246") in the controller 
108a. The user would also Interact with the operator In- 
terface 112a on the password protected electronic de- 
vice 1 04a (shown as a personal computer) to input and 
store therein the password 122a (e.g., password 
l, HOME246"). 

[0016] Thereafter, when the user wants to use the 
locked password protected electronic device 104a, they 
would press another button 208 or move a knob in a 
certain way such that the electronic device 102a is ac- 
tivated to wirelessly transmit the password 106a (e.g., 
password "HOME246") towards the locked password 
protected electronic device 1 04a. As mentioned above, 
the electronic device 102a preferably uses a short- 
range radio frequency communication technology (e.g., 
Bluetooth technology, Infra Red technology) to transmit 
the password 1 06a (e.g., password "HOME246") to the 
locked password protected electronic device 104a. The 
controller 116a within the locked password protected 
electronic device 104a compares the received pass- 
word 106a (e.g., password "HOME246") to the stored 
password 122a (e.g., password H HOME246 u ). If there is 
a match, then the password protected electronic device 
1 04a unlocks itself so that the user is ablo to use the 
password protected electronic device 104a. Otherwise, 
if there is not a match, then thepassword protected elec- 
tronic device 104a does not unlock itself and the user is 
not able to use the password protected electronic device 
104a. 

[0017] It should also be noted that the user can also 
use the electronic device 102a to transmit a second 
password (not shown) in a similar manner to lock the 
unlocked password protected electronic device 104a 
when they are done using the unlocked password pro- 
tected electronic device 104a. 

[0018] Referring to FIGURES 3A and 3B, there are 
respectively shown two block diagrams illustrating In 
greater detail a second embodiment of the electronic de- 
vice 102b. In this embodiment, the user interacts with 
the operator Interface 112b on the password protected 
electronic device 104b (shown as a wireless phone) to 
select the password 106b (e.g., password "TIGERS"). 
The user then directs the password protected electronic 
device 104b to transmit the selected electronic key 1 06b 
(e.g., password "TIGERS") to the electronic device 1 02b 
(shown incorporated in a watch 302) (see FIGURE 3A). 
At this point, the controllers 1 08b and 1 1 8b respectively 
have stored therein the password 1 06b and 122b. 
[0019] Thereafter, when the user wants to use the 
locked password protected electronic device 1 04b, they 
would press a button (not shown) or move a knob 304b 
in a certain way (e.g., clock-wise direction) such that the 
radio 114b in the electronic device 102b is activated to 
wirelessly transmit the password 106b (e.g., password 
"TIGERS 11 ) towards the radio 116b within the password 
protected electronic device 104b (see FIGURE 3B). 
Again, the electronic device 102b preferably uses a 
short-range radio frequency communication technology 



(e.g., Bluetooth technology, Infra Red technology) to 
transmit the password 1 06b (e.g., password 'TIGERS") 
to the locked password protected electronic device 
104b. The controller 118b within the locked password 

* protected electronic device 1 04b compares the received 
password 1 06b (e.g., password "TIGERS") to the stored 
password 122b (e.g., password "TIGERS"). If there is a 
match, then the password protected electronic device 
104b unlocks itself so that the user is able to use the 

10 password protected electronic device 1 04b. Otherwise, 
if there is not a match, then the password protected elec- 
tronic device 1 04b does not unlock itself and the user is 
not able to use the password protected electronic device 
104b. 

is [0020] It should be noted that the electronic device 
102b (or any other embodiments of the electronic devic- 
es 102) could be set in a locked mode to prevent acci- 
dental transmittal of the password towards password 
protected electronic devices 104. 

20 [0021] It should also be noted that the user can also 
use the electronic device 102b to transmit a second 
password (not shown) in a similar manner to lock the 
unlocked password protected electronic device 104b 
whon thoy are done using the unlocked password pro- 

25 tected electronic device 104b. 

[0022] Compared to the first embodiment of the elec- 
tronic device 102a, the electronic device 1 02b may not 
require an operator Interface (not shown). Because, the 
electronic device 102b only needs to be able to receive 

30 and store a password and then enable the user to acti- 
vate the electronic device 102b so that the radio 114b 
transmits the password when they want to unlock/lock 
the password protected electronic device 104b. 
[0023] Referring to FIGURE 4, there is shown a block 

35 diagram Illustrating In greater detail a third embodiment 
of the electronic device 102c. In this embodiment, the 
user need not select the password 106c or. input the 
password 106c into the electronic device 102c (shown 
incorporated within a ring 402). Instead, a manufacturer 

40 of the electronic device 1 02c and the password protect- 
ed electronic device 1 04c (shown as a personal compu- 
ter) can pre-program the password 106c (e.g., pass- 
word M 120deOC") Into each device 102c and 104c. The 
manufacturer could sell the electronic device 102c and 

43 the password protected electronic device 1 04c as a pair 
to the user. 

[0024] Thereafter, when the user wants to use the 
locked password protected electronic device 1 04c, they 
only need to move a knob 404 (shown as a rock) on the 

so electronic device 1 02c in a certain way (i.e., clock-wise 
direction) such that the electronic device 1 02c is activat- 
ed to wirelessly transmit the password 1 06c (e.g., pass- 
word M 120de0C") towards the password protected elec- 
tronic device 104c. Again, the electronic device 102c 

55 preferably uses a short-range radio frequency commu- 
nication technology (e.g., Bluetooth technology, Infra 
Red technology) to transmit the password 106c (e.g.. 
password "120d") to the locked password protected 
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electronic device 104c. The controller 11 Be within the 
locked password protected electronic device 1 04c com- 
pares the received password 106c (e.g., password 
"120deOC ") to the stored password 106c (e.g.. pass- 
word "1 20deOC "). If there Is a match, then the password 
protected electronic device 104c unlocks itself so that 
the useris able to use the password protectedelectronic 
device 104c. Otherwise, if there Is not a match, then the 
password protected electronic device 1 04c does not un- 
lock itself and the user is not able to use the password 
protected electronic device 104c. 
[0025] It should also be noted that the user can also 
use the electronic device 102c to transmit a second 
password (not shown) In a similar manner to lock the 
unlocked password protected electronic device 104c 
when they are done using the unlocked password pro- 
tected electronic device 104c. 
[0026] Like the second embodiment of the electronic 
device 102b, the electronic device 102c does not require 
the operator Interface (not shown). Because, the elec- 
tronic device 102c only needs a knob or button of 6ome 
sort to enable the user to activate the electronic device 
1 02c so that it transmits a password when they want to 
unlock/lock tho password protected electronic dovice 
104c. 

[0027] Following is an example of one possible appli- 
cation of the present Invention, a PDA (e.g., password 
protected electronic device) and "special" watch (e.g., 
electronic device) can be sold asa pairto a person. The 
"special" watch can be programmed by the manufactur- 
er (or person) to wirelessly transmit a particular pass- 
word when a button is pushed by the person such that 
the transmitted password can be received by the pass- 
word protected PDA. Upon receiving the password, the 
PDA can be unlocked and used by the person without 
having to physically input the password into the PDA. 
Of course, the PDA would have to be physically close 
to the "special" watch when the password is transmitted. 
[0028] Referring to FIGURE 5, there is shown a block 
diagram illustrating in greater detail a fourth embodi- 
ment of the electronic device 102d. In this embodiment, 
the user can use the electronic device 1 02d (shown in- 
corporated within a watch 602) to unlock/lock more than 
one password protected device 104d (shown are laptop 
computer 502, PDA 504 and wireless phone 506). 
[0029] The user Interacts with the operator Interface 
1 1 0d to select one or more passwords 1 06d, 1 06d' and 
106d" (only three shown) and to input the selected pass- 
words 106d, 106d' and 106d" Into the controller 1 08d of 
the electronic device 1 02d. It should be noted that any 
of the other ways described above with respect to the 
second and third embodiments of the electronic device 
1 02b and 1 02c can also be used to select and input the 
passwords 1 06d, 1 06d* and 1 06d" into the electronic de- 
vice 102d. Each password protected electronic device 
104d and controller 1 1 8d Is programmed to store their 
own password 106d. 106d' and 106d". 
[0030] Thereafter, when the user wants to use one of 



the locked password protected electronic devices 104d, 
they only need to press a button 608 or move a knob 
(not shown) in a certain way such that the electronic de- 
vice 102d (e.g., radio 114d) is activated to wirelessly 
5 transmit one of the passwords 106d, 106d* and 106d" 
towards one of the password protected electronic devic- 
es 104d. For instance, the user can activate the elec- 
tronic device 102d so that it only transmits password 
106d* towards the PDA 504 (as shown). Again, the elec- 
10 tronic device 102d preferably uses a short-range radio 
frequency communication technology (e.g., Bluetooth 
technology, Infra Red technology) to transmit the pass- 
word 106d' to the locked PDA 504. The controller 118d 
within the locked PDA 504 compares the received pass- 
*5 word 106d' to the stored password 122d'. If there is a 
match, then the PDA 504 unlocks itself so that the user 
is able to use the PDA 504. Otherwise, if there is not a 
match, then the PDA 504 does not unlock Itself and the 
user is still not able to use the PDA 504. 

20 [0031] It should be understood that the electronic de- 
vice 1 02d could be programmed to store only one elec- 
tronic key 106d that can be used to unlock/lock any 
number of password protected electronic devices 104d. 
[0032] Referring to FIGURE 6, thore Is a flowchart il- 

£5 lustrating the basic steps of a preferred method 600 in 
accordance with the present invention. Basically, the us- 
er can activate the electronic device 1 02 to wirelessly 
transmit a password 106 (e.g., electronic key) to a 
locked password protected electronic device 104. The 

30 locked password protected electronic device 104 uses 
the received password 106 to unlock itself so that the 
user does not have to remember the password 106 and 
also does not have to physically Input the password 1 06 
into the password protected electronic device 1 04 In or- 

35 der to unlock and use the password protected electronic 
device 104. Again, the password protected electronic 
device 104 can be any type of electrical device includ- 
ing, for example, a personal digital assistant (PDA), a 
laptop computer, a wireless phone and a personal com- 

40 puter. The electronic device 102 can be incorporated 
within an article that the user generally has in their pos- 
session Including, for example, a ring or a watch. 
[0033] Beginning at step 602, the electronic device 
102 is programmed to store the password 106. There 

45 are several ways In which a user or a manufacturer can 
select the password 106 and Input the selected pass- 
word 108 Into the electronic device 102. For example, 
the user can Interact with the operator interface 110 on 
the electronic device 102 to select the password 106 

50 and to Input the selected electronic key 1 06 into the elec- 
tronic device 102 (see FIGURE 2). Alternatively, the us- 
er can interact with tho operator interface 112 on tho 
password protected electronic device 104 to select the 
password 106 and direct the password protected elec- 

55 tronic device 1 04 to transmit the selected password 1 06 
to the electronic device 1 02 (see FIGURES 3A and 3B). 
Or, a manufacturer of the electronic device 102 and the 
password protected electronic device 104 can select the 
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password 1 06 and input the selected password 1 06 into 
the electronic device 102 and the password protected 
electronic device (see FIGURE 4). 
[0034] At step 604, the user activates the electronic 
device 1 02 to wirelessly transmit the password 1 06 to- 5 
wards the locked password protected electronic device 
104. In particular, the user may push a button or move 
a knob in a certain direction to activate the electronic 
device 102 so that it transmits the password 106. Typi- 
cally, the user activates the electronic device 102 to 
transmit the password 106 when the electronic device 
102 is located relatively near the locked password pro- 
tected electronic device 104. Preferably, the electronic 
device 102 uses a short-range radio frequency commu- 
nication technology to transmit the password 106 to- 
wards the locked password protected electronic device 
104. As such, the electronic device 102 can transmit the 
password 106 towards the locked password protected 
electronic device 104 using any one of a wide array of 
wireless technologies including, for example, Bluetooth 
technology and Infra Red technology. 
[0035] At step 606, the locked password protected 
electronic device 1 04 compares the received password 
106 to a stored password. If thore Is not a match, then 
at step 608, the password protected electronic device 
1 04 does not unlock itself and the user is not able to use 
the password protected electronic device 104. If there 
is a match, then at step 610, the password protected 
electronic device 104 unlocks itself so that the user is 
able to use the password protected electronic device 
104. 

[0036] This way of unlocking the password protected 
electronic device 1 04 is an Improvement over the state- 
of-the-art because the user can use the electronic de- 
vice 1 02 to unlock the password protected electronic de- 
vice 104 instead of having to remember a password and 
then having to physically input the password into the 
password protected electronic device 104 in orderto un- 
lock and use the password protected electronic device 
104. 

[0037] At step 612, the electronic device 102 is pro- 
grammed to store the second password 120. Like de- 
scribed above, there are several ways in which the user 
or the manufacturer can select the second password 
120 and Input the selected second password 120 into 
the electronic device 1 02. For example, the user can in- 
teract with the operator Interface 110 on the electronic 
device 102 to select the second password 120 and to 
Input the selected password 1 06 Into the electronic de- 
vice 102 (see FIGURE 2). Alternatively, the user can in- 
teract with the operator Interface 112 on the password 
protected electronic device 104 to select the second 
password 120 and direct the password protected elec- 
tronic device 104 to transmit the selected second pass- 
word 120 to the electronic device 102 (see FIGURES 
3A and 3B). Or, a manufacturer of the electronic device 
102 and the password protected electronic device 104 
can select the second password 120 and input the se- 



lected second password 120 into the electronic device 
102 and the password protected electronic device (see 
FIGURE 4). 

[0038] At step 614, the user activates the electronic 
device 102 to wirelessly transmit the second password 
120 towards the unlocked password protected electron- 
ic device 104. In particular, the user may push a button 
or move a knob in a certain direction to activate the elec- 
tronic device 1 02 so that It transmits the second pass- 
word 120. Like above, the user activates the electronic 
device 102 to transmit the second password 120 when 
the electronic device 102 is located relatively near the 
locked password protected electronic device 1 04. Pref- 
erably, the electronic device 102 uses a short-range ra- 
dio frequency communication technology totransmitthe 
second password 120 towards the unlocked password 
protected electronic device 1 04. As such, the electronic 
device 102 can transmit the second password 120 to- 
wards the unlocked password protected electronic de- 
vice 1 04 using any one of a wide array of wireless tech- 
nologies Including, for example, Bluetooth technology 
and Infra Red technology. 

[0039] At step 61 6, the unlocked password protected 
electronic devico 104 compares the received second 
password 120 to a stored second password. If there is 
not a match, then at step 618, the password protected 
electronic device 1 04 does not lock itself and the user 
is still able to use the password protected electronic de- 
vice 1 04. If there is a match , then at step 620, the pass- 
word protected electronic device 1 04 locks Itself so that 
the user is not able to use the password protected elec- 
tronic device 104. 

[0040] This way of locking the password protected 
electronic device 1 04 is an Improvement over the state- 
of-the-art because the user can use the electronic de- 
vice 102 to lock the password protected electronic de- 
vice 1 04 instead of having to remember a password and 
then having to physically input the password into the 
password protected electronic device 104 in order to 
lock the password protected electronic device 104. 
[0041 ] It should be understood that steps 602-61 0 are 
associated with a user trying to unlock a locked pass- 
word protected electronic device 104, and steps 
612-620 are associated with a user attempting to lock 
an unlocked password protected electronic device 104, 
The user may still physically enter the password(s) Into 
the password protected electronic device 1 04 to unlock/ 
lock the password protected electronic device 104. 
[0042] It should also be understood that the first pass- 
word 106 and the second password 120 can be one in 
the same. If this is the case, the password protected 
electronic devico 104 would alternatively unlock and 
lock itself upon receiving a correct password. 
[0043] Following are some other advantages, fea- 
tures and capabilities of the present invention: 

♦ To provide additional security, the electronic device 
can encrypt the first password and the second pass- 
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word. 

• Security can be further enhanced by using more 
than one password (e.g., electronic key); for in- 
stance, transmitting multiple passwords in a special 
sequence that can be chosen by the user. 

• The user can select the mode by pressing a button 
or by moving a knob to a certain position and then 
pressing another button to transmit the password. 

• The user can program the electronic device 1 02 to 
have separate key sequence for different password 
protected electronic devices. Here, the actual pass- 
word is only known to the password protected elec- 
tronic device being turned on (the target device) and 
the electronic device that is used to send the key 
(password) is just capable of generating the right 
keys. Again, security can be enhanced by program- 
ming the electronic device only to generate the pro- 
grammed keys, I.e., the electronic device cannot be 
used to generate other passwords or keys. 

• The user can physically input the password(s) into 
the password protected electronic device in the 
event the electronic device is not available (e.g., 
lost, misplaced) or not functioning (e.g., battery ran 
out). 

• People that need to unlock/lock password protected 
electronic devices would have an easy, Inexpensive 
way to do this without having to remember and 
physically input a password Into the electronic de- 
vice. 

• The present invention is more convenient and cost 
effective for businesses to use when compared to 
a hard token which Is used to send a password to 
a central location for access to corporate networks. 

• The password entered directly into the password 
protected device could be different from the one 
stored in the electronic key device. This directly en- 
tered password can also be treated as a master 
password, which can be used to enable/disable the 
use of an electronic key device; this is useful in 
case, the electronic key device is tost or stolen. 

• Programmability : some electronic devices can have 
permanent passwords (factory Installed forever) 
while other electronic devices are programmable in 
that passwords can be changed as desired. In the 
latter case, the user decides the password and no- 
body else knows the password. 

• Password(s) can be transmitted by a single key- 
press or a sequence of key-presses (with a fixed 
Interval, or at different angles, or two separate 
keys...). 

• if the password protected electronic device is capa- 
ble of exchanging information with the electronic 
device used to transmit the password, then the de- 
vice ID of the electronic device can also be trans- 
mitted upon request from the password protected 
electronic device or It can be transmitted along with 
the password. One possible scenario is provided 
below: 



First, the electronic key device transmits its ID 
to the password protected device. 
Second, the password protected device que- 
ries the electronic key device for a password; it 
5 also transmits Its ID. 

Thirdly, the electronic key device selects the 
password for the identified device and trans- 
mits that password. 

Finally, the password protected device com- 
pares the received password with the stored 
password and then unlocks the password pro- 
tected device (if they match). 

[0044] An advantage of this scenario is that the user 
does not have to remember which way to turn, press or 
open a particular device. And, each device can have a 
different password since exchange of Information is au- 
tomatic, I.e. , the user does not have to be aware of this. 
[0045] Although several embodiments of the present 
invention has been illustrated in the accompanying 
Drawings and described in the foregoing Detailed De- 
scription, it should be understood that the invention is 
not limited to the embodiments disclosed, but is capable 
of numerous rearrangements, modifications and substi- 
tutions without departing from the spirit of the invention 
as set forth and defined by the following claims. 



a controller for storing a first password; and 
a radio for transmitting the stored first password 

35 towards a password protected electronic de- 

vice, wherein the password protected electron- 
ic device uses the received first password to un- 
lock itself such that a user does not have to 
physically input the first password into the 

40 password protected electronic device to unlock 

and use the password protected electronic de- 
vice. 

2. The electronic device of Claim 1 , further comprising 
43 an operator interface used by the user to activate 

said radio to transmit the first password towards the 
password protected electronic device. 

3. The electronic device of Claim 1 , further comprising 
so an operator interface used by the user to select the 

first password and to store the selected first pass- 
word into said controller. 

4. The electronic device of Claim 1 , wherein the user 
55 interacts with the password protected electronic de- 
vice to select the first password and transmit the se- 
lected first password to said radio for storage in said 
controller. 



Claims 

30 

1 . An electronic device, comprising: 
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5. The electronic device of Claim 1 , wherein a manu- 
facturer of the electronic device and the password 
protected electronic device selects the first pass- 
word and stores the selected first password In said 
controller and said password protected electronic 5 
device. 

6. The electronic device of Claim 1 , wherein: 

said controller is further capable of storing a io 
second password; and 

said radio is further capable of transmitting the 
second password towards the password pro- 
tected electronic device, wherein the password 
protected electronic device uses the received '5 
second password to lock itself such that the us- 
er does not have to physically input the second 
password Into the password protected elec- 
tronic device to lock the password protected 
electronic device. 

7. The electronic device of Claim 1 , wherein said elec- 
tronic device Is incorporated within a ring. 

8. The electronic device of Claim 1 , wherein said elec- 
tronic device is incorporated within a watch. 

9. The electronic device of Claim 1 , wherein said pass- 
word protected electronic device is a personal dig- 
ital assistant. 

10. The electronic device of Claim 1 , wherein said pass- 
word protected electronic device Is a personal com- 
puter. 

1 1 . The electronic device of Claim 1 , wherein said pass- 
word protected electronic device is a wireless 
phone. 

12. A method for using wireless technology to unlock a 
password protected electronic device, said method 
comprising the steps of: 

storing a first password In an electronic device; 
and 

activating the electronic device to wlrelessly 
transmit the first password towards the pass- 
word protected electronic device, wherein the 
password protected electronic device uses the 
received first password to unlock itself such so 
that a user does not have to physically input the 
first password into the password protected 
electronic device to unlock and use the pass- 
word protected electronic device. 

13. The method of Claim 12, further comprising the step 
of encrypting the transmitted first password. 
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14. The method of Claim 1 2, wherein said step of stor- 
ing further Includes enabling the user to select the 
first password and to Input the selected first pass- 
word Into the electronic device. 

15. The method of Claim 12, wherein said step of stor- 
ing further includes enablingthe user to Interact with 
the password protected electronic device to select 
the first password and to transmit the selected first 
password to the electronic device. 

16. The method of Claim 12, wherein said step of stor- 
ing further includes enabling a manufacturer to se- 
lect the first password and to input the selected first 
password into the electronic device and the pass- 
word protected electronic device. 

17. The method of Claim 12, further comprising the 
steps of: 

storing a second password In the electronic de- 
vice; and 

activating the electronic device to wlrelessly 
transmit tho second password towards the 
password protected electronic device, wherein 
the password protected electronic device uses 
the received second password to lock itself 
such that the user does not have to physically 
input the second password into the password 
protected electronic device to lock the pass- 
word protected electronic device. 

18. The method of Claim 12, wherein said first electron- 
ic device is incorporated within an article that the 
user generally has in their possession including a 
ring or a watch. 

19. The method of Claim 12, wherein said password 
protected electronic device is a personal digital as- 
sistant. 



20. The method of Claim 12, wherein said password 
protected electronic device is a personal computer. 

49 21. The method of Claim 12, wherein said password 
protected electronic device Is a wireless phone. 

22. The method of Claim 12, wherein said wireless 
technology is Infra Red technology. 



55 



23. The method of Claim 11 , wherein said wireless tech- 
nology Is Bluetooth technology. 

24. A password protected electronic device, compris- 
ing: 

a radio capable of receiving a password wire- 
lessty transmitted from an electronic device; 
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and 

a controller capable of using the received pass- 
word to unlock the password protected elec- 
tronic device such that a user does not have to 
physically input the password Into the pass- 
word protected electronic device to unlock and 
use the password protected electronic device. 

25. The password protected electronic device of Claim 
24, wherein said electronic device is incorporated 
within a ring. 

26. The password protected electronic device of Claim 
24, wherein said electronic device is incorporated 
within a watch. 

27. The password protected electronic device of Claim 
24, wherein said password protected electronic de- 
vice is a personal digital assistant. 

28. The password protected electronic device of Claim 
24, wherein said password protected electronic de- 
vice is a personal computer. 

29. The password protected electronic device of Claim 
24, wherein said password protected electronic de- 
vice is a wireless phone. 

30. A system, comprising: 

a first electronic device including: 

a controller capable of storing a password; 
and 

a radio capable of transmitting the pass- 
word when activated by a user; and 

a second electronic device including: 

a controller capable of storing a password; 
a radio capable of receiving the password 
from the first electronic device; and 
said controller capable of determining 
whether the stored password matches the 
received password; 

if there is a match, then the second 
device unlocks itself so that the user can 
use the second device; 

if there is not a match, then the sec- 
ond device remains locked and the user 
can not use the second device. 



device further includes an operator interface used 
by the user to select the password and to input the 
selected password Into the first electronic device. 

5 33. The system of Claim 30, wherein said second elec- 
tronic device further includes an operator Interface 
used by the user to select the password and to 
transmit the selected password to the first electronic 
device. 

10 

34. The system of Claim 30, wherein a manufacturer of 
the first electronic device and the second electronic 
device selects and inputs the password Into the first 
electronic device and the second electronic device. 

75 

35. The system of Claim 30, wherein said first electronic 
device is incorporated within an article that the user 
generally has In their possession Including a ring or 
a watch. 

20 

35. The system of Claim 30, wherein said second elec- 
tronic device is a personal digital assistant, a per- 
sonal computer, a laptop computer or a wireless 
phone. 

25 

37. A device, comprising: 

a radio capable of transmitting at least one 
electronic key towards at least one electronic 

30 device, wherein each electronic key includes a 

password used to unlock or lock one of the elec- 
tronic devices such that a user does not have 
to remember the password and does not have 
to physically input the password into the at least 

35 one electronic device to unlock or lock the at 

least one electronic device. 

38. The device of Claim 37, wherein said electronic key 
is an encrypted electronic key. 

40 

39. The device of Claim 37, wherein said device is In- 
corporated within an article that the user generally 
has in their possession including a ring or a watch. 

45 40. The device of Claim 37, wherein said electronic de- 
vice Is a personal digital assistant, a personal com- 
puter or a wireless phone. 
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31 . The system of Claim 30, wherein said first electronic 
device further includes an operator Interface used 

by the user to activate said radio to transmit the 55 
password towards the second electronic device 

32. The system of Claim 30, wherein said first electronic 
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